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	Reason for change:
	In its current form, the test case defined in clause 4.2.2.2 Storage of authentication status of UE by UDM seems unnecessarily complex and does not focus on the security functionally of the UDM. Instead, the test case tests the correct functionality of the UE, AMF and AUSF. This may lead to a situation where it is not possible to test the security functionality of the UDM correctly because one of the other components is not implemented correctly. Therefore, we suggest that you focus on the correct functionality of the UDM and test its proper functionality. The correct functionally of the AMF and AUSF which is also test in current test case description, shall be part of the SCAS documents of those network functions. 

	
	

	Summary of change:
	- Remove all tests parts that do not have a focus on the UDM.
- Remove the N12 references, that focus on the AMF-AUSF interface.
- Fix the authentication status to successful, as otherwise, the authentication status shall not be stored in the UDM.
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[bookmark: _Hlk166237451]********** START OF 1st CHANGE **********
[bookmark: _Toc153454914]4.2.2.2	Storing of authentication status of UE by UDM 
Requirement Name: Storing of authentication status of UE by UDM. 
Requirement Reference: TS 33.501 [2], clause 6.1.4.1a
Requirement Description: The UDM stores the authentication status of the UE (SUPI, authentication result, time stamp, and the serving network name) after authentication as specified in TS 33.501 [2], clause 6.1.4.1a.
Threat References: TR 33.926 [4], clause E.2.2.3, Failure to store of authentication status.
TEST CASE: 
Test Name: TC_AUTH_STATUS_STORE_UDM
Purpose: 
Verify that the UDM under test stores the authentication status of UE, which is identical to the UE authentication information sent to/from the AUSF and the AMF..
Procedure and execution steps:
Pre-Condition: 
-	This test does not apply, if the UDM network product is collocated with an AUSF and the N13 interface is not exposed.
-	UDM network product is connected with an AUSF in simulated/real network environment involving AMF, eNB.
-	The tester shall have access to all the authentication specific data sent over N1 interface, N12 interface and N13 interface.
-	The tester shall have access to the UDM under test.
-	The tester has access to the UE credentials
Execution Steps: 
1.	The tester shall send an 1.	The tester shall capture the entire authentication procedure and authentication confirmation procedure over N12 and N13 interface using any network analyser. Nudm_UEAuthentication_Get Request message to the UDM with the UE credentials and a selected serving network name.
2. 	The tester shall receive a successful Nudm_UEAuthentication_Get Response from the UDM.
3. 	The tester shall simulate the successful authentication by sending the Nudm_UEAuthentication_ResultConfirmation Request message with a selected timestamp to the UDM.
4.	The tester shall receive a successful Nudm_UEAuthentication_ResultConfirmation Response message from the UDM.
2.	the tester shall filter the Nudm_UEAuthentication_Get Request message sent over the N13 interface to retrieve serving network name.
3.	The ester shall filter the Nudm_UEAuthentication_Get Response message sent over N13 interface to find the SUPI.
4.	The tester shall filter the Nausf_UEAuthentication_Authenticate Response message sent over N12 interface to retrieve the Authentication result (EAP success/failure for EAP-AKA' or Result for 5G AKA).
5.	The tester shall filter the Nudm_UEAuthentication_ResultConfirmation Request message to retrieve the authentication result and time of authentication procedure sent from the AUSF to the UDM over N13 interface.
56.	The tester shall compare the serving network name stored in the UDM against the serving network name retrieved fromsent in the Nudm_UEAuthentication_Get Request message and the serving network name retrieved from the Nudm_UEAuthentication_ResultConfirmation RequestNudm_UEAuthentication_ResultConfirmation Response message.
67.	The tester shall compare the authentication status stored in the UDM against the authentication result retrieved from N12 interface.
8.	The tester shall compare the SUPI stored in the UDM (retrieved from the Nudm_UEAuthentication_ResultConfirmation Response message) against the SUPI retrieved from the Nudm_UEAuthentication_Get Response message and the SUPI  retrieved from the Nudm_UEAuthentication_ResultConfirmation Request message.
97.	The tester shall compare the timestamp stored in the UDM against the time of authentication procedure retrieved from the Nudm_UEAuthentication_ResultConfirmation Request message.
Expected Results:
The storing of authentication status (SUPI, authentication result, timestamp, and the serving network name) of UE at the UDM is verified.
Expected format of evidence:
Evidence suitable for the interface, e.g., evidence can be presented in the form of packet capture or screenshot/screen-capture.
NOTE:	this test case does not apply to the deployment scenario where the UDM and AUSF network products are collocated without an open N13 interface.


